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1	Decision/action requested
Approve the proposed pCR as normative text to TS 33.558.
2	References
[1]	3GPP TS 33.558 "Security aspects of enhancement of support for enabling edge applications"
[2]	3GPP TR 33.839 "Study on security aspects of enhancement of support for edge computing in 5G Core (5GC)"
[3]	3GPP TS 23.558 "Architecture for enabling Edge Applications"
3	Rationale
The contribution proposes normative text for the OAuth 2.0 profile for EC.
[bookmark: _Toc72913426]4	Detailed proposal
*** Start of 1st Change ***
[bookmark: _Toc84617138]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[4]	3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[5]	3GPP TS 23.558: "Architecture for enabling Edge Applications."
[6]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[7]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"
[BB]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[CC]	IETF RFC 7797: "JSON Web Signature (JWS) Unencoded Payload Option".
[DD]	IETF RFC 7515: "JSON Web Signature (JWS)".
[EE]	IETF RFC 7662: "OAuth 2.0 Token Introspection".


*** End of 1st Change ***

*** Start of 2nd Change ***
[bookmark: _Toc42174481][bookmark: _Toc42175491][bookmark: _Toc42176959][bookmark: _Toc51076576]Annex XX (normative):
OAuth 2.0 profile for EC
[bookmark: _Toc42175492][bookmark: _Toc42176960][bookmark: _Toc51076577][bookmark: _Toc42175498][bookmark: _Toc42176966][bookmark: _Toc51076583]XX.1	General
The information in this annex provides a normative description of the Authentication and Authorization framework based on the OAuth 2.0 standard [BB]. Characterization of the access token is explained. How to obtain tokens is out of scope.
The OAuth 2.0 standard provides the source of the information contained in this annex. This annex profiles the OAuth 2.0 standard and includes the access token. This profile is compliant with OAuth 2.0.
XX.2	Access token
XX.2.1	Introduction
The access token is opaque to the EEC and is consumed by the EES and ECS. The access token shall be encoded as a JSON Web Token as defined in IETF RFC 7797 [CC]. The access token shall include the JSON web digital signature profile as defined in IETF RFC 7515 [DD].
XX.2.2	Standard claims
Access tokens shall convey the following standards-based claims as defined in IETF RFC 7662 [EE].
Table A.2.2.2-1: Access token standard claims
	Parameter
	Description

	Exp
	REQUIRED. Implementers MAY provide for some small leeway, usually no more than a few minutes, to account for clock skew (not to exceed 30 seconds).

	Scope
	REQUIRED. A JSON string containing a space-separated list of the authorization scopes associated with this token. The scope(s) contained here reflect the requested scope(s) from the Authentication Request.

	client_id
	REQUIRED. The type identifier of the EEC making the API request.



XX.2.3	EC claims
[bookmark: h.mbw9kas68r86][bookmark: h.ytpg8u7pm7b]The EC profile extends the standard claims defined in IETF RFC 7662 [EE] with the additional claims based on the EC service. 
*** End of 2nd Change ***


